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                            The exploits are something in JBIG2. It counts 29 entries in the online pdf exploit scanner utilities I used.



VirusTotal said the file was clean on all measures.



I have noticed blocked attempts at contacting .adobelogin.com, data.adobe.io and armmf.adobe.com on my PiHole.



Windows defender picks up nothing. Malwarebytes picks up nothing.



It has stopped me from accessing Adobe servers, unless I use a VPN. I cannot open Acrobat.



There is nothing useful online about removal.



I have an image of my machine that I can restore from. This is using Paragaon data recovery pro.



I have used system restore and the issue persists.



I have restored from an image from weeks ago. The issue persists.



I have attached a snapshot of my PiHole blocking.



I cannot open Adobe creative essentials nor acrobat etc unless I use a VPN. I cannot even access adobe on the web.



Thank you for any input. Please, please help - I do not want to reinstall Windows on the 2 machines it executed on.
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                            The exploits are something in JBIG2. It counts 29 entries in the online pdf exploit scanner utilities I used.



VirusTotal said the file was clean on all measures.



I have noticed blocked attempts at contacting .adobelogin.com, data.adobe.io and armmf.adobe.com on my PiHole.



Windows defender picks up nothing. Malwarebytes picks up nothing.



It has stopped me from accessing Adobe servers, unless I use a VPN. I cannot open Acrobat.



There is nothing useful online about removal.



I have an image of my machine that I can restore from. This is using Paragaon data recovery pro.



I have used system restore and the issue persists.



I have restored from an image from weeks ago. The issue persists.



I have attached a snapshot of my PiHole blocking.



I cannot open Adobe creative essentials nor acrobat etc unless I use a VPN. I cannot even access adobe on the web.



Thank you for any input. Please, please help - I do not want to reinstall Windows on the 2 machines it executed on. 



I cannot pot the text of FRST - it gives me an error. I willl attach it.
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				Gary R said:
			
		

	
	
		
			FRST produces two logs, FRST.txt and Addition.txt, I need to see both.
		

		Click to expand...
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			FRST produces two logs, FRST.txt and Addition.txt, I need to see both.
		

		Click to expand...
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                            First thing I noticed in your log, is that you have 105 Firefox extensions,  and 29 Brave Extensions, which to be quite frank is a ridiculous number of extensions, and will undoubtedly cause problems.



Before we go any further, I strongly suggest that you do the following ...



Uninstall Firefox ... Uninstall Firefox from your computer | Firefox Help ... and ensure you remove user data and setting.



Uninstall Brave ... https://support.brave.com/hc/en-us/articles/4404876135565-How-do-I-uninstall-Brave- ... and when prompted choose to delete any other data associated with the browser.



Once both have been Uninstalled .... Reboot your computer.



Now download and install new clean versions of those two browsers, and DO NOT INSTALL ANY EXTENSIONS to either.



Now run a new scan with FRST, and post both your new logs  (FRST.txt and Addition.txt)
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				Gary R said:
			
		

	
	
		
			First thing I noticed in your log, is that you have 105 Firefox extensions,  and 29 Brave Extensions, which to be quite frank is a ridiculous number of extensions, and will undoubtedly cause problems.



Before we go any further, I strongly suggest that you do the following ...



Uninstall Firefox ... Uninstall Firefox from your computer | Firefox Help ... and ensure you remove user data and setting.



Uninstall Brave ... https://support.brave.com/hc/en-us/articles/4404876135565-How-do-I-uninstall-Brave- ... and when prompted choose to delete any other data associated with the browser.



Once both have been Uninstalled .... Reboot your computer.



Now download and install new clean versions of those two browsers, and DO NOT INSTALL ANY EXTENSIONS to either.



Now run a new scan with FRST, and post both your new logs  (FRST.txt and Addition.txt)
		

		Click to expand...

	


Coming right up!
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                            As a matter of interest - I have a VirusTotal.com upload of the file showing it to be clear of anything malicious.



It is only when I go into the "behavior" tab of VirusTotal that things start looking nefarious. Lots of network comms and dropped filed as well as registry entries. These network comms are often what my PiHole is blocking.



Would it help you if I shared the virustotal output with you? If so, what form would you like it in? In other words screenshot, .txt, .xml etc...
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                            The question I have, is why are you using PiHole at all ?



As far as I'm aware it's a DNS Sinkhole developed for use with Linux based Operating Systems. It was never designed for use with Windows, so it's hardly surprising that there could be unexpected performance from it.



To my knowledge it should only be used with the following OSs ...



Raspberry Pi

Ubuntu

Debian

Fedora

CentOS
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                            Thank you for your take on the PiHole. I simply run 2 inexpensive pi's with the second for redundancy. I assign static IP addresses to them. I point my DNS settings to them on my Asus Router. This way everything has decent ad blocking on my network. I have elderly users who routinely click on dodgy ads. This fixes the problem. I test the resolution speed of my pi DNS servers and they outperform the ISP's DNS. I have downloaded various specific adblock lists and they are particularly helpful in blocking Chinese smartphone telemetry. I find my whole network is faster due to ads not loading. I have a full GUI of each client and can easily see if something misebhaves and blacklist it. I am not a techy, but feel strongly that having a simple PiHole is the best thing I have ever done for my network. I use QUAD 9 DNSSEC servers. It is more effective at blocking ads than my premium Proton VPN with netshield enabled. I respect your opinion on the lack of its usefulness, but I have to disagree.



I have installed a VPN on my router but found the performance terrible. This is Proton VPN using Open VPN. I am sure wireguard would be better.



Please elaborate on why you think it is useless/unnecessary.
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                            Didn't say it was useless/unecessary, just wondered why you'd want it.  As you're connecting Linux based OSs to your Network, then that answers why.



Will wait till I've seen your new FRST logs, and looked them over before deciding whether I think that PiHole is the source of the problem you're having, or whether it's just reacting to something from your Windows machine.
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                            Looking over your logs now. Dependant on how much I need to research it may, or may not, take me a while.



Back as soon as I've finished.
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                            I see you didn't uninstall Firefox and all the exyensions as I requested. So clearly I'm wasting my time posting to this topic.



I also see that your computer connects into a private network, and has a direct connection with Eli Lilly. To me this makes it a commercial machine, and for a whole number of reasons (which I'm not going to go into here) I do not work on commercial machines.



THIS TOPIC IS NOW CLOSED
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